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Gainh an experienced security
team without increasing

your headcount.

ﬁ 6 Having a chief information
security officer is more

important than ever... and more
expensive. The ThreatAdvice
Virtual CISO product is a
wonderful solution for many

organizations. Q Q
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Catch Me If You Can

Data Security Is Your Business's Biggest Threat & The One mmagﬁgxl;fevdso Covers:
That Is The Hardest To Manage - Annual Board & C-Suite
Communication
The threat landscape has evolved significantly. Cybersecurity is one of the most prevalent - RoleManagement
concerns facing all businesses today and proper measures and protection are vital to ensure . IT Security Dashboard
that your business does not suffer. Unfortunately many small to mid-sized businesses can't . Compliance Management
afford to attract and retain the talent needed to ensure comprehensive oversight in these . Audit Response Advisory
areas. . Regulatory Requirements
- Continuous Vulnerability
ThreatAdvice vCISO Reduces Your Security Burden Scans
- Ongoing Cybersecurity
Rest easy with ThreatAdvice vCISO with the assurance that you have an overarching solu- Education
tion to oversee all of your data security needs. ThreatAdvice vCISO provides oversight into - Disaster Recovery
all of your cybersecurity needs. Details of what is included in ThreatAdvice vCISO are below. Advisory Review
If this doesn't fit with your needs, talk to a sales representative about creating a customized - TabletopExercises
package! . FFIEC Reporting
Policies
Proprietary vCISO Dashboard - IT Security Policy Templates
Single pane of glass where you can find the current status of your company’s cybersecurity - Central Repository
and Comp“ance program. . Incident ReSponse Plan
Pandemic Kit
Q&A Ticketing with vCISO Team » Assurance Services
Team of information security experts available 24/7. - Phishing Simulations
- Smishing Simulations
Monthly Meeting with vCISO Professional * KeyvCISO Point of Contact
Review your comprehensive security posture with our information security expert. » Vendor SOC Review Reports
. Monthly Client Communication
Annual Security Risk Assessment Including Executive Report
TAVCISO provides you with the tools to help track and complete your annual Security Risk Packages
Assessment: HIPAA, NIST, FFIEC » AnnuallT Risk Assessment

with Plan of Action & Milestones

Board and C-Suite Reporting
All of your board and C-Suite cybersecurity reporting made simple.
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ThreatAdvice vCISO Features Continued

ThreatAdvice Educate IT Security Policy Templates

Efficient and effective cybersecurity online training for your employ-  Policies provided in a Word document for customization. Policies
ees. By using the Cyber Risk Awareness Tools, management willbe  are kept up to date as regulatory requirements change.

able to enhance its oversight and management of the enterprise’s

overall cybersecurity. Continuous Internal Vulnerability Scanning
We perform vulnerability scans to identify known security expo-
ThreatAdvice User Phishing sures before attackers find them.

Evaluate employee cybersecurity knowledge with realistic, simulat-
ed phishing campaigns.

ThreatAdvice User Smishing
Evaluate employee cybersecurity knowledge with realistic, simulat-
ed SMS phishing campaigns.

Additional Add Ons That You
Can Use To Customize Your
vCISO Solution

¥ ThreatAdvice Virtual CISO
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+  Annual Penetration Testing

+ SIEM

+ Advanced Endpoint Protection

+  Next Generation Managed Firewall

+  Anti-virus Gateway

+  OS Patching & 3rd Party App Updates
+  Multi-factor Authentication

+  Mobile Device Management

+ Antivirus Protection

+  Anti Malware Protection

+  Compliance Security Oversight:
Federal Financial Institutions Examination Council
(FFIEC), Automated Cybersecurity Examination Tool
(ACET), Defense Federal Acquisition Regulation Supple-
ment/Cybersecurity (DFARS/CMMC), Payment Card
Industry (PCI), Personally Identifiable Information (PII)

$500,000 Warranty Included

vCISO offers advanced security protection in one affordable package. If you need a different
solution, we are glad to customize one for you!



Cybersecurity oversight

now comes with a $500,000

guarantee.

THREATADVICE vCISO Limited Warranty

Peace of Mind That You Are Protected. As a vCISO
Client, Your Warranty Covers...

Network Security —financial damages that a 3rd party suffers because a client
fails to prevent unauthorized access to computer systems, loss of PlI, trans-
mission of a computer virus or a denial of service attack.

Privacy - financial damages that a 3rd party suffers because a client fails to
prevent the theft of Pll, complying with a privacy policy or complying with data
breach laws.

Privacy Notification Costs — notification costs required by data breach laws
or voluntary in nature and PR expenses arising from failing to protect PII.

Confidential Information Extortion — extortion investigation and demand
costs arising from a threat to access the network or disclose PII.

Confidential Information Recovery — costs to restore or recover or recollect
data due to unauthorized access to computer systems, loss of PlIl, transmis-
sion of a computer virus or a denial of service attack.

Business Interruption — net profit or loss due to unauthorized access to
computer systems, loss of PlI, transmission of a computer virus or a denial of
service attack.

PCI - fines, penalties and assessments incurred from card brands due to
non-compliance with PCI arising from a data breach.
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VCISO

Comprehensive
Cybersecurity Oversight
from NXTsoft Just Got
Better!

All TA vCISO clients are eligible
for our limited warranty program.
This program will reimburse you
up to $500,000 for certain types of
losses resulting from certain cyber
incidents / breaches if incurred
during the ThreatAdvice vCISO
contract term.

Coverage may include payments
or reimbursements for costs like
forensics, breach coaching, no-
tification, credit monitoring, data
restoration, ransom demands,
loss of business income, regula-
tory fines & penalties, PCI fines &
penalties, and defense/payment
of liability claims, up to a total limit
$500,000.00 per vCISO client.

Please visit

info.nxtsoft.com/tavcisowarranty
for the limitations and restrictions

apply.
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